AU Certified Practitioner in Agile Testing (CRA&})labus AU 39:'3
nite

Aqile
AU Un?ted

Certified Practitioner in AgileTesting(CPAT)
Syllabus

Version 1.02
ReleasedMarch2020

V1.02, releasedMarch2020 Pagel of 49



AU Certified Practitioner in Agile Testing (CRAW)labus AU UAn?:Ieed

This document may be copied in its entirety, or extracts made, if the source is acknowledged.

All QPAT syllabus and linked documenfiscluding this documenitare copyright ofAgile United
(hereafter referred to aé\U).

The material authors and international contributing experts involved in the creation ofRiA¢ C
resources hereby transfer the copyrightAU. The material authors, international contributing
experts andAUhave agreed to the following conditions of use:

1 Any individual or training company may use this syllabus as the basis for a training course if
AUand the authors are acknowledged as the copyright owner and the source respectively of
the syllabus, and they have been officially recognizeAUyMore regading recognition is
available viahttps://www.agile-united.com/recognition

1 Any individual or group of individuals may use this syllabus as the basis for articles, books, or
other derivative writing ifAUand the material authors are acknowledged as the copyright
owner and the source respectively of the syllabus.

9 Bas Kruip, Joost Voskuil, Klaartje van Zwoll, Jeroen van Seeters, Huib Schoots

9 Carlo van DrieDayapradeep Jiothis

Alexis HerreraAlfonso FernandeAna Laura Ochoa MorenArun Janglie, Aurelio Gandarillas, Angel
Rayo Acevedo, Christine Green, Daniel Castillo Garcia, Daniel Leo Lopez Romexkanath Babu
KLSDEmilie PotirSuau, Erik van Veenendaahbiola Mero, Gustavo Marquez Sosa, Héctor
Ruvalcabalsaac Marcelo Malamud Kobrinsky, Ismael Betancourt, Jah@vezJavier Jesus
Gutiérrez Rodriguez, Jordi Fernandkisé Antonio Rodriguehylian Baars]ulie Gardiner,Julio
Cérdoba Retanalochem Gros&aan SanlKyle Alexander Siemens, Laksh Ranganathasa
Morales Gémed ejedor, Marcia Araljo Coelhodvto Fidel Pefa Valbuenrdarelis V. Pérez Garcia,
Mario Alvarez Gomeijelissa PontedMliaomiao TangMiguel Angel De Ledn TrejdjrandaKerpel,
Nadia Soledad Cavalleri, Patricia Osorio Aristizabal, Paul Mowat, RicharRigairselisRogier
Ammerlaan, Ruth Margaret Florian Caig@ammy Kolluru, Samuel Oul8ebastiaan Vreedenburgh
Sergio von Borrie§hashikumar SingBjlvia NangSgren Wassard'homas Cagley,im Moore,
Valeria Coccd)Nim Decoutere& Yaara Egger

Version Date Remarks

0.16 December2019 | Initial Beta release

1.00 January 2020 Initial release after reviews

1.01 January 2020 Small review comments

1.02 March 2020 Added reference to Davis Hestenes model
in chapter 2.4

V-1.02, releasedMarch2020 Page2 of 49


https://www.agile-united.com/recognition

AU Certified Practitioner in Agile Testing (CRAW)labus AU UAn?:Ieed

Table of Content

BUSINESS OUICOMIES..... ittt e e e e e e e e e e e e e e e e et r e e e e e e e nn e e e e e e e e e annrenes 5
Learning Objectives/Cognitive Levels of KNowIedge.............ovvviiiiiiiiiiiieiieeeee e 5
HaNASON ODJECHIVES. ...uuiiiiiiiiiieeeeeeee e e e e e e aaaaaa e 6
PrEIEOUISIEES ....oiiiiiiieiie e e e e e e e et e e e e e e e e e e e e e e e e e e e e e s e e e s e e naaa e anaaed 6
Chapter I- Introduction t0 AQIlE TESHNG ........uvvriiieeiiiieee e e e 7
1.1 DefinitioN Of TESTING.....ueeieeeiiiiiieie et e e s r e e e e s e e e e e e e e annnees 8
1.2 WS AQIIE 2. ettt e e e e e e e e e e e e e e e e as 8
1.3 Link Agile to Testing and RISKS..........uuueiiiiiiiiiiieiiicceec e 9
1.4 Definition of AQIle TeSHING......uuiiiiiiiiiieieee e 10
IR SIS o] (U o SO T O PP PPPPPRPPPPPPP 11
1.6 Tester in an AQIlE CONTEXE.......uuiiii it e e e e nneees 13
1.7 Critical thinKiNG......coviviiiiiii e e e e e e e e e e e e e 14
SR = (0] 01T 1)Y= 15
Chapter 2; Start TESUNEL A CaASE......cccccecceiiiteirrtiri e e e e e e e e e aaaaaaa e e e e e e e e e e e e e e s e e e s aaaaaaaans 16
2.1 TeSt the CASBOMWAIE..........eiiiiiiie ittt e e e e s s e e e e e e reeeas 17
A O 11 1= 1o ] o L3RRS 17
2.3 FEEUDACK.......ei et 18
P |V oo (=] PP PT PP PPPRPP PO 18
2.5 Test strategy global OVEIVIEW............oeiiiiiiiie e 19
2.6 PrOJECT OULIINE. ..ottt e e s s e e e e e s et ereeeeeeanes 20
2.7 ProUUCT OTINE. ...t e e e e e e e e e e e e nnrnee s 21
(O =T o] (=] g ol 1= PP 24
B RISKS . .ttt e e et e e e 24
3.1 DEfiNItION OF FISK ...ceiiiiiiiiieiie e 24

3.2 Type and area Of MISKS.......ccoiiiiiiiiiie e 25

TG I = Y 00T - o TSSO 25

B4 OFACIES ...ttt 26

3.5 Inside out versus outside in risk analySiS...........ueeieeiiiiiiiiiiiiiiieeeeeeeee 26

3.6 Risk analysis: headliNng gamIE.........cooi i 27

3.7 Risk analysis: riskstorm using TeStSPREIE. .........cciviiieiiiie e 27

3.8 Risks in Agile: the continuous risk assessment.CyCle...........oovvvveeiiiiis 28

(O =T o] (=] g o W] g (o] =TSSR 30
4.1 WhY 0O WE USE USEI SIOIES 2. ..ttt e e e ettt e e e e e e e aaaeaaaaaeaaaeaeeaasaasaaaaaaaannns 30
4.2 The elements Of @ USEI STOLY......uuuiiiiiiiiiiiiiiee et e e e e e e e e e e e 30
4.3 Example and ChalleNges...........uuiiiiiiiiiiei e 31

V-1.02, releasedMarch2020 Page3 of 49



AU Certified Practitioner in Agile Testing (CRAK)labus AU Aglle

United
4.4 What $ an aCcCePtanCe CrHIEIIOM?......ccoiiiiiiieie e e e e e e e e e e e e e ee e e 31
I (o T (o G o] o =P PUPPURRURR 32
IS (0] V2] o1 11T Vo P 32
ChaPter 5C TESE SITAEGY. .. eeeeeeiiitteeiiee e ettt e e e e e e e e e s r e e e e s s anb e e e e e e e aannnneeeeens 34
5.1 GENEIAI OVEIVIEW. ....ciiiiiiiiiiieiii ettt e e e e e e e e e e e r e e e e e e nnn e e e e e e e e annnnnees 35
5.2 Behaviour Driven DeVEIOPMENL.........ccciiiiiiiiiiiiee et 37
5.3 EXPIOratory TeSHING.....cc i i r e e e e e e e e e e e e e e e aaaaaeeeaeaeeeeeaeaasaanaaaannd 41
5.4 Test automation & t00IS...........ccoiiiiiiiiiiii e A3
Chapter 60 TESE FEPOMTING ... .ueeeiieeiiiiiiie it e e e e e e s e e e s e s e e e e e e s e e e e e e s aanrreneeeeesane 45
6.1 The onepage teSt STATUS OVEIVIEW........c..uuiiiiieeiieiiie e et e e e e e e e e e e 45
6.2 The Test Story / Story telliNg.........uuuueieeieeeieeieeeieee e 46
6.3 Issues and ISSUE MANAGEMEDNL..........cooiiiii i e r e e e e e e e e e e e e e e e aeaaaaaaaaaaeaeeens 46
REEIEINCES. ...ttt e e e et e st b e e e s e e e e e nbn e e e s nanee 48
GENETAI TEIEIEINCES. ... ettt e e et e e e e e e e e e e s s r e e e e e e nnnrnnes 48
SPECITIC TEBIEIENCES. ... e e e e e e e 48

V-1.02, releasedMarch2020 Paged of 49



AU Certified Practitioner in Agile Testing (CRAK)labus

AU

Business Outcomes
Business objects (BOs) are a brief statement of what you are expected téehaved after the

Agile
United

training.

BO1 Understand the principles of Agile and Scrum in general

BO2 Understand the principles of Agile and Scrum in relation to testing

BO3 Understand the role of a tester in an Agile environment

BO4 Have insight into thgpeopleskills that are essential to be part of a mudisciplinary
team and to collaborate effectively with developers, analysts and product owners

BO5 Be able to discuss anmtacticallymap risks using multiple technigues

BO6 Understand the relation between risks, facts, questions, intuition, exploration and
testing

BO7 Define a test strategy tailored to work in an Agile environment

BO38 Practice creating a test strategy for a real product

BO9 Understand and use Exploratory Testingutwelerateyour testing

BO10 Apply Exploratory Testing to real software

BO11 Understand and us@est automatiorin asustainablevay (maintainable and reisable)

BO12 Be able to tell the Testing Story

BO13 Be able to do effective reporting about testing to management atietr stakeholders

BGO14 To be able to improve specifications to add more value

BO15 Use your critical thinking skills to improve the (quality of) the product anpfocesses

BO16 Understand and practice feedback scenario’s

BO17 Understand learning and the role of retrospectives in learning

BO18 Practice learning by applying retrospiets

Learning Objectives/Cognitive Levels of Knowledge

Learningobjectives (LOs) are brief statements that describe what you are expected to know after
d0dzReAy3a SIFOK OKIFLIWGSNY ¢KS

[ ha

I NB RSTAYSR

Definitions

K1 Remembering K2 Understanding K3 Applying

Bloom’sdefinition

Exhibit memory of Demonstrate Solve problems to new

previously learned
material by recalling
facts, terms, basic
concepts, and

understanding of facts
and ideas by organizing
comparing, translating,
interpreting, giving

situations by applying
acquired knowledge,
facts, technigues and
rules in a different way.

answers. descriptions, and stating
main ideas.

Verbs(examples) | Remember Summarize Implement
Recall Generalize Execute
Choose Classify Use
Define Compare Apply
Find Contrast Plan
Match Demonstrate Select
Relate Interpret
Select Rephrase

For more details of Bloo taxonomy pleasaefer to[BT1]and[BT2]in References.
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Handson Objectives

Handson Objectives (HOs) are brief statements that describe what you are expected torpenf
execute to understand the practical aspectedrning. The HOs are defined as follows:

I HOO: Liveviewof an exercise or recorded video

1 HOL1: Guided exercise. The trainees follow the sequence of steps performed by the trainer

1 HO2:Exercise with hintEExercise to be solved by the trainesilizing hints provided by the
trainer.

I HO3: Unguided exercises without hints

Prerequisites

Mandatory
T None

Recommended
1 Some Agile or Scrum certificdtke PSM or CSM or A&fFat least read th&crum guide.
9 Basic knowledgd STQBCTFlor ISTQBCFTHAgile Testérof testing in general
I Havingat least 1 yeaworking experience ilgile and intesting
1 Read a book abowgile Testing like “Agile TestiffdL1Jand "More Agile TestingL1]
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Chapter 1 Introduction to Ayile Testing

In the introduction, we will define the terminology surrounding testirigks Agile, Scrum andAgile
Testing.

Keywords

Testing, Product Risk, Project Risk, Quality Risk, Agile, Manifesto, Known knowns, Unknown knowns,
Known unknowns, Unknown unknowns, Agile Testing, Scrum

LO11 | K1 Baselinghe definition of testing

LOl.2 | K1 Recall the structure of various risks

LO1.3 | K1 Recall the Agile Manifesto

LO14 | K2 Explain the meaning of the Agile Manifestiod principles

LO15 | K2 Rephrase the Agile Manifesto into riskased on Rumsfe@@dThere are known
knowng

LO1.6 | K2 Understand and explain théefinition of testing and especially Agile Testing
LO1.7 | K2 Understand the Scrum framework

HO1.1 | HO3 | Share the current definitions of Scruaimongthe group

LG18 | K2 Explain the Scrum framework and the role of a tester in the team

LO1.9 K1 Recall bhe roles of Product Owner, Scrum Master and Scrum Team
LG1.10 | K1 Recall the use of story points and estimation and test pointswekidingtest
estimates

LGO1.11 | K2 Explain the testing perspective in planning poker and the test role in sprint
planning

LG1-12 | K1 Recall velocity driven and commitment driven planning

LO1.13 | K2 Understand test estimates

LG1.14 | K2 Explain the test role in refinement sessions

LG1.15 | K2 Explain the test role in retrospectives

LG1.16 | K2 Understand theaest role in a Program Increment / Release planning
LG1.17 | K1 Learn some commonly us&irum antipatterns like N+1 testeration or
hardening iterations to resolve technical debt

LG1.18 | K2 Understand the shift of the tester role in &gile context

LG1.19 | K2 Be able to explain what the testdi®le is in amAgile team

LG1.20 | K2 Understand the role of a tester as the key quality driver irgife team
LG1.21 | K2 Understand the skills that are essential for a testean Agile context

HO1.2 | HO3 | Get the definitions from the students to start a discussion

LG1.23 | K2 Demonstratethe definition ofcritical thinking

LO1.24 | K2 Demonstrate the definition of a claim or assertion

HO1.3 | HO1 | Practice with the claims, conclusions and constructions to understand the
complexity

LG1.25 | K2 Understand and recognize fallacies

LO1.26 | K2 Understand thinking errors and how they influermeople”gudgement
LO1.27 | K3 Apply all the definitions that play a role in thinking critical

HO1.4 | HO2 | Practice critical thinking by using argumentation, claims, constructions, fall
and thinking errors

LO1.28 | K2 Understand the definition of a retrospective

LO1.29 | K2 Explain the purpose of retrospectives

LO1.30 | K2 Demonstrate the need of retrospectivesd the role of a tester

LO1.31 | K3 Be able to implement retrospectives in a team

V-1.02, releasedMarch2020 Page7 of 49
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LO1.32 | K1 Be able to select different types of retrospectives
HO1.5 | HO3 | Define how a serious gameanbe used for a retrospective

1.1 Definition of Testing

LO11 | K1 Baselinghe definition of testing
LO1.2 | K1 Recall the structure of various risks

Testing is givinmsightson risks, where risk is any threat to theustomer valueof the product to be
delivered.

The risks can either @oduct risks that threaten the value of the produmtproject risks that
threaten either the speed of delivering the product or in the end the prodself.

1.2What isAgile?

LO1.3 | K1 Recall the Agile Manifesto
LO14 | K2 Explain the meaning of the Agile Manifestiod principles

Agile is the ability to create and respond to change. It is a way of dealing with, and ultimately
succeeding in, an wertain and turbulent environmerfAG1]

The Agile manifestpAM1] consists of 4 values and 12 principlEgplaired and discussd arethe 4

values:

G2S INB dzy O2@SNAY3I o0SUGGSNI gl &a 2F RSOSHhQybtAy 3 a2
GKA& @2N] ¢S KIF@S 02YS (2 @It dzS¢

9 Individuals and Interactions over Processes and Tools

1 Working software over Comprehensive documentation
9 Customer collaboration over Contract negotiation

1 Responding to change over Following a plan

GThat is, while therés value in the items on the right, we value the items on the left énore

Explaired and discussd arethe 12 principles as they are evenly important to get peoplthtoright
mindset:

2SS F2fft26 GKSAS LINARYOALX Saé
1. Our highest priority is to satisfy thmustomer througithe early and continuous delivery of
valuable software.
2. Welcome changing requirements, even late in development. Agile processes harness change
for the custome® competitive advantage.
3. Deliver working software frequently, from a couplevedgeks to a couple of months, with a
preferencefor the shorter timescale.
Business people and developers must work together daily throughout the project.
Build projects around motivated individuals. Give them the environment and suppart the
needs and trust them to get the job done.

S
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6. The most efficient and effective method of conveying information to and within a

development team is fact-face conversation.

A working software is the primary measure of progress.

. Agile processes promote sustainable devetemt. The sponsors, developers and users
should be able to maintain a constant pace indefinitely.

9. Continuous attention to technical excellence and good design enhances agility.

10. Simplicitycthe art of maximizing the amount of work not danis essential.

11. The best architectures, requirements and designs emerge fromosgHnizing teams.

12. At regular intervals, the team reflects on how to become more effective, then tunes and

adjusts itsbehavia accordingly.

© N

1.3 Link Agile to Testirmad Risks

LO15 | K2 Rephrase the Agile Manifesto into riskased on Rumsfe@@dThere are known
knowng

Rumsfeldstated "Reports that say that something h&lmappened are always interesting to me,
because as we know, there are known knowns; there are things we know we know. We also know
there are known unknowns; that is to say we know there are some things we do not know. But there
are also unknown unknownsthe ones we dof2know we don't know. And if one looks throughout

the history of our country and other free countries, it is the latter category that tend to be the

difficult one<]RF1]

The idea of unknown unknowns was created in 1955 by two Americangdegists, Joseph Luft
(19162014) and Harrington Ingham (191695) in their development of the Johari window. They

used it as a technique to help people better understand their relationship with themselves as well as
others.

These ideasire linkedto important pillars in Agildesting:

 Facts

1 Questions

9 Intuition/The unconscious
1 Exploration

S
'l !U ESTIONS
ry
INTUITI

What is valid for agile in general is of course also valid for testing. Here too alhaustibe covered

Figurel
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Risks are (properties of) 'things' that can present a danger / pose a threat to the value of the
products to be deliveredA testergob is to identify those dangers and threats. The total field of

those “threats” consists of 4 subcategories.

These all ira pure sense require a different approach: in a broader sense, those things that we know
of require CHECKS. Things we don't know about require TESTS. These approaches can again be
divided into many test approaches / techniques or operational choices.

1.4 Definition of Agile Testing

| LO1.6 | K2 | Understand and explain the definition of testing and especially Agile Testin|

There have been many definitions Ajile Testing(C. KanerM. Bolton, J. Bach, L. Crispin, E.
Hendrickson, J. Gregory and many more) and discussions about these defiMtimslefinitions
are centered around testing or testers aseparaterole in developing softwarélwo very important
missing elementare addedto this definition the teanQ i@sponsibility in Quality as well #ze four
types of skill§People skills, Agile skills, Test skills, Technology stdllsls should possess

The definition consists of 3 partwhy do we do what we dowhat do wedo andwho does it.
Why:

9 Help the client in the process of reviewing his/her product by providing as much insight as
possible into the workings and the risks involved in the usage of the product

1 Help the team in producing a constantly better product, dingt meets the expectations and
intent of the client.

What

1 Developing the awareness to qualitythe teamby actively helping to continiously improve
quality.

1 Performing tests of the criteria that are not clearly established or yet figtgrmined by
experimenting and researching using tests methods such as Exploratory Testing, Pair Testing
and Bug Hunting.

1 Performing (automated) checks based on established criteria using testing methods such as
Unit testing, Integration Testing, Securitgsting, Performance Testing and Compliance
Testing.

Who

1 People who have the right peopdkills, agileskills, testskills, technologgkills, andvho have
the motivation and credibility and are able to obtain, retain and improve these skills,
motivationand credibility.

Detail on thedWhce:
1 Motivation: a tester needto be motivated to learn by improving the skiNithout being
motivated yourself you can not improve your team
1 Credibility: by delivering value that is not directly a visible prodasight in qualitytester
in an Agile contexteeds credibility in and outsidéhe team in order to do a good job.ybu
have no credibility you are constantly defending what you are doing instead of adding value.

V-1.02, releasedMarch2020 Pagel0of 49
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People skills: in a teamtesterneeds many people skills in order to do a good job as a tester
in an Agile contextYoumustbe able to, for example, give good feexl, ask difficult
guestions, think critically and tell the testing story. You need to be able to communicate to
stakeholders, business, clients)dto developers and people from operations.

Agile skillsatesterin an Agile contexteedsthe agile mindst to keep focus on delivering
value for your customers. This means you need to understand agile and the software
development lifecycle and any methods used to deliver the value (Scrum, XP, Kanban,
DevOps, ....)

Test skills: insights on the status of fx®duct need to be available instantly and constantly.
This requires a really different test strategy and different test methods. A testan Agile
contextneeds a broad range of methods in her/his toolbox in order to use the most
appropriate one in thespecific context of the project and product.

Technology skills: @sterin an Agile contexteeds to know the technology of the proct

and development environment. You need to be able to read code, write automated tests on
diferent levels and define s based on used technology.

A visual representation is made Karen Greaveand Sam LaingsA1l]

i - TEST NG

e C/‘tamjcsw%

Testing Preventong Testing

Buil\ding the Team

3 . (eepor\s\‘o\\it\j
t.\r\(oug(/\out \ouc\s Und.ef%tomd\nﬁ pe=t ﬂ)' e fo( qua\&tg
OVER OVER OVER OVER OVER
findunq
te%hnﬁ at - ] Onedor\g breob\f\j The teste(
bhe. end U% E)(\mcho\\tg S\j%tem (CSQor\S\b(\\tS

Figure2

wWww-6rowingAgle. co-za @ Smmmskg'\\e,

1.5 Scrum

LO1.7 K2 Understand the Scrum framework

HO1.1 | HO3 | Share the current definitions of Scruimang thegroup

LG1.8 | K2 Explain the Scrum framework and the role of a tester in the team

LO1.9 K1 Recall the roles of Product Owner, Scrum Master and Scrum Team

LO1.10 | K1 Recall the use gilanning etimation (like story pointsand test points vs

includingtest estimates

LO1.11 | K2 Explain the testing perspective in planning poaed the test role in sprint

planning

LO1-12 | K1 Recall velocity driven and commitment driven planning

LO1.13 | K2 Understand test estimates

LO1.14 | K2 Explain the test role in refinement sessions

V-1.02, releasedMarch2020 Pagell of 49
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LO1.15 | K2 Explain the test role in retrospectives

LO1.16 | K2 Understand the test role in a Program Increment / Release planning
LO1.17 | K1 Learn some commonly usé&irum anttpatterns like N+1 tdsteration or
hardening iterations to resolve technical debt

There are many agileameworks XP, Scrum, Kanban, Lean, Crystal and many more. Songed
during the training as being the most used framework.

There are many different implementations and variations of the most commonly used Agile
framework Scrum Peopleoften start making changes to the original framework even before they
start using it. This often results mon-Agileways of workingand shoull not be called “AgileThis
information is helpful and needed to understand the role of a tester iAgife team.

Scrum is founded on empirical process control theory, or empiricism. Empiricism asserts that
knowledge comes from experience and makingisieas based on what is known. Scrum employs an
iterative, incremental approach to optimize predictability and control risk. Three pillars uphold every
implementation of empirical process control: transparency, inspection, and adap{&©1]

The different roles in a typicatcrum teamare recalled Product Owner, Scrum Master afeam
Member and their responsibilities.

The differenteventsin Scrumare recalled dailyScrum, product backlog refinement, sprint planning,
sprint review retrospective

Acloser lookis takenat work estimation according tthe sprint planning sessionBxplairedisthe

role ofthe most commonly used estimation method usstgry points versus hour estimatioAlso
the option to haveseparatetest points am development pointand join them to get the estimatis
discussedas well aghe option to ircludethe testpointswithout explicitely mentioning themBy
splitting the roles and points the estimation seems eadiewvever, it creates less opportunés to
learn fom eachother and discusabout the story (which is the whole point of doing estimatiorfe
role of the team member with testing skillssprint plannings also to challenge the team and keep
them alert as well as askimgiticalquestiors about the stories. Another rolef thisis to get the team
to an understanding that making a small program change can sometimes have big consequences for
testing and the test estimate§Ve also mention 2ommonly usedvaysto plan a sprintvelocity
driven and commitment driven. They slightly diffaowever,a sprint planning is mainly about
consensus, and n@boutplanning.

I GSadiSNRa YAyRaSih A atoMilglinfthe eriticdl kthinkiaty aspeG& aril ¢ NBE FA Y SY
different approach to a storgwhat could potentially go wrong versus how we can make it work). If in

an organization it is not common practice to involve a tester in refinesyetion should be taken
to corvince the team to involve all team members including the tester in the refem.

The etrospectiveisa veryimportant eventin Scrum. It brings the possibility to reflect and learn. This
also means teamwill need a failsafe environment aleam membersshare the things that probably
failed in order to learn from it and do better next time. This metinad peoplewill need the
confidencethat they can take &ulnerableposition and most people find that difficult. As testewe
have no special role inratrospective we can helpour team thoughby taking thevulnerable

position first and share a (testing) experimewe performed and that failed and whate learned

from that.
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If a team idn anAgile atscale environmentthere will be Product Incremesessions in which a
tester can add a lot of valueom the testing perspective towards business goals and making sure
organizational readiness is there from a test perspective., Alsester can givénput if the tester is
aware of people’s planning bias.

The Srum partis finishedwith some commonly used practices thae consideed anti-patterns of
Agile andscrum:

1 The N+1iteration or lagging tesiteration: initeration N, the development iperformed and
the testing of that development isompletedin the N+1literation. The fixes aramost likely
done in the N+2teration.

1 Hardening iterations, as a result of builg technical debt: hardeninigerationsare used to
fix low qualitybuilt solutions(technical debt) in previougerations. If refactoring is part of
every sprint iteration, there is no need for hardening iterations

1 Mini-waterfall: instead of real Scrum, the team designs, builds and tests duriitgration
according tahe iteration length waterfall scenario.

1.6 Tester irmn Agilecontext

LG1.18 | K2 Understand the shift of the test€ri@le in anAgile context

LG1.19 | K2 Be able to explain what the testdi®le is in amAgile team

LG1.20 | K2 Understand the role of a tester as the key quality driver irigife team
LG121 | K2 Understand the skills that are essential for a testean Agile context

The difference between the role of a tester in a more traditional environment and the role of a
tester in anAgile contextare explainedThe role has shifted from functionaltester of requirements
(performing mainly check$ a ‘quality engineet, which partly requies different skillgas
mentioned before)

In Agile, quality is a team responsibilityd if the team doesn't pick up that responsibility, or doesn't
understand it, the tester is responsibile for helping the team in understanding and implementing this
regponsibility. The testerin an Agile contextnustbe the person who makes the team aware of

guality. Examples:

1 Atesterin an Agile contexmnotivates product owners/customers to be concise about what
they want
1 A testerin an Agile contexpairs with Poduct Ownerstakeholders from the start to make
user stories as specific as possible
1 A testerin an Agile contextoacheslevelopers about the value of good codimgctices
including unit testing
A testerin an Agile cotextis a quality driver/architect in the team as she/he has the natural quality
mindset.

In order to be the quality enginegatesterin an Agile contexteeds specific skillsuch as
people/communication skills to bring messages/new ideas to the taachtechnologyskills to help
developers with creating good unit tests and test skills to explore the unknown of the appliaation
many more skills of which the most important ones are praticed in this training
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1.7 Critical thinking

HO12 | HO3 | Getthe definitions from the students to start a discussion

LO123 | K2 Demonstratethe definition of critical thinking

LO1.24 | K2 Demonstrate the definition of a claim or assertion

HO1.3 | HO1 | Practice with the claims, conclusioasd constructions to understand the
complexity

LO125 | K2 Understand and recognize fallacies

LO126 | K2 Understand thinking errors and how they influereople”udgement
LO127 | K3 Apply all the definitions that play a role in thinking critical

HO14 | HO2 | Practice critical thinking by using argumentation, claims, constructions, fall
and thinking errors

Critical thinkingor Septicisn) is generally a questioning attitude doubt towards one or more
items of putative knowledge or belief or dognitis often directed at domains, such as the
supernatural, morality (moracepticisn), theism gcepticismabout the existence of God), or
knowledge ¢cepticismabout the possibilityof knowledge, or of certainty).

Jdaimandassertiors are being discussexs being aneaningfulstatement that is:

T True
1 Not true
M Neither’true” or "not true”

Argumentationandreasoningare being discussesk being a construction of claims that cause a
conclusion.

A conclusion is valid if the denial of the conclusion is in contradiatithone of the used claims in
the constructionAn example:

1 Claim 1: GWEY Aavai aESad |yt
1 Claim 2: Gl £t §B@A HNB tONRGAOLE G(KAY] SNE®E
f Conclusion: aWIFy A& | ONRGAOFE GKAY ] SNWE

The conclusion is valid as you can not deny it based on claim 1 and claim 2. The conclusion is
however not true because at least 1 claim is neither “true” or "not true”.

Fallaciesare defined and demonstrateaispeopleoften use fallacies to convinagher people to do
what someone wants them to do instead of doing the right thizxgester needs tdearnhow to
recognize fallacies as they play an important role in being critical. Being criboal ifthe most
important values that a tester can bring to the team.

Peoplekeepconsideing errors[KM1] asarising froman irrational judgement. Conclusions are drawn
irrationally.Peoplecontinueon the road tocriticalthinking although it is a painful and ddfilt trip.
Shared isvhy not beingeriticallooks way easiefhowever in the end it is not).

The tripis finishedby giving multiple examples of how to become a critical thinker and practice being
critical with an exercisby using a serious game
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1.8 Retrospectives
LO1.28 | K2 Understand the definition of a retrospective
LGO129 | K2 Explain the purpose of retrospectives
LO130 | K2 Demonstrate the need of retrospectivead the role of a tester
LO131 | K3 Be able to implementetrospectives in a team
LO132 | K1 Be able to select different types of retrospectives
HO15 | HO3 | How cama serious gambe used for a retrospective

The etrospectiveisa veryimportant eventin Scrum. It brings the possibility to reflect and learn. This
also means teamwill need a failsafe environment aleam membershare the things that probably
failed in order to learn from it and do better next time. This means people need the conédbat

they can take a vulnerable position and most people find that difficult. As esterhave no special
role in a retrospectivewe can helpour teamthoughby taking the vulnerable position first and share
a (testing) experimentve performed and hat failed and whatve learned from that.

Continuous learning plays a key roléAile. As a testeryou need to understand the role of a
retrospective and be able to perform a retrospective as well.

The definition of a retrospective according to tGarum guideisY
opportunity for the Scrum Team to inspect itself and create a plan for improvements to be enacted
RdzN&X y 3

G§KS YySEG {LNAY(E D

G¢KS

{LINKyYy G wSidNRaLIS

The definitionis discusseih detail toexplorethe real meaning of the highlights inishdefinition:

1 Opportunity
9 The Scrum tearmspecsitself
I Create a plan

By discussing the meaniof retrospectivesyve come to thé& actual purpose to becritical of
yourself and others in order to learn and do better next ti(aentinuous improvement)

Avarietyof different retrospectivess shownin order toproduce different kinds of improvement
focusc it could be eitheteamwork quality, tooling, communicatigretc. ¢ and to keep
retrospectives interesting
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Chapter Z; Start Testing A Case

The handson training is butlaround a case that is used to explain the theory. The case contains real
software(and optional hardware)SH1]to be tested.

Keywords

Agile, Testing, Testrategy, QuestiondreedbackCritical thinkingRisks, Riskstorm, Exploratory
Testing, Headline gam@&gest automationCheck automationOracles, Heuristics, Mnemonics,
Product Outline Project Outlinelssues

HO-2.1 | HO3 | Start testing unknown software thaiptionallyruns on specifibardware
LO2.1 K3 Optimal use of the given situation, documentation and other information at
hand

LG22 | K1 Recall the need of asking questions before actually deimgething in order to
understand the specific situation

LG2.3 | K1 Recall the need of asking questions before actually doing something in ord
understand the specific needs

LG24 | K1 Recall the need of asking questions before actually doing something in ord
start your test in a useful direction

HO2.2 | HO3 | Test a specific subject (something that looks like a ball)

LG25 | K2 Understand the need of asking questions

LO26 | K2 Undestand the value of questions in general

LG2.7 | K2 Understand the value of questions in relation to testing

LO2.8 | K2 Understand the definition of feedback

LG29 | K2 Understand the meaning and value of feedback

LG2.10 | K2 Rephrase feedback testing

LG2.11 | K2 Understand theground rulesof feedback

LG2.12 | K3 Apply 4 different methods of feedback

HO2.3 | HO2 | Practice feedback inr@aHife testing situation

LO2.14 | K2 Understand what models are and how we use mogklental, Conceptual and
Real Things/World)

LG2.15 | K3 Apply models to software development and testing in specific

HO2.4 | HO3 | Create a project outline and present it to everybody

LO2.16 | K2 Understand the definition of a project outline

LO2.17 | K3 Apply theproject outline to your project

LO2.18 | K2 Understand the relation between a project outline and testing

LO2.19 | K1 Remember to ask questions to get the needed information for the project
outline

LO2.20 | K3 Apply asking questions to get a gomaject outline

LO2.21 | K3 Use the mnemonic PROJECT to hslgreate the project outline

HO2.5 | HO3 | Create a product outline by exploring the producag€software/hardware)
LO2.22 | K2 Understand the definition of a product outline

LO2.23 | K3 Applythe product outline to your project

LO2.24 | K2 Understand the relation between a product outline and testing

LO2.25 | K1 Remember to ask questions to get the needed information for the product
outline

LO2.26 | K3 Apply asking questions to get a ggmebduct outline

LO2.27 | K3 Use PRODUCT to heigcreate the product outline
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2.1 Testthe case sftware

HO2.1 | HO3 | Start testing unknown software thaiptionallyruns on specific hardware
LO2.1 | K3 Optimal use of the given situation, documentation and other information at
hand

Real life projects are generally ongoing wizenew team membegetsinvolved.As new member
you needto deal with already existing software and environmeiatsd there is usally little time and
no existng documentation, or an outdated one, twow the software isgpposed to work.

By means of an actual project testing situatigau, as aester,learnhow to start your testing by
usingthe information at hand and by asking questionsotatain the informationyou require/need

2.2 Questions

LG22 | K1 Recall the need of asking questions before actually deimgething in order to
understand the specific situation

LG23 | K1 Recall the need of asking questions before actually doing something in ord
understand the specific needs

LG24 | K1 Recall the need of asking questions before actually doing someithirgler to
start your test in a useful direction

HO2.2 | HO3 | Test a specific subject (something that looks like a ball)

LG25 | K2 Understand the need of asking questions

LO26 | K2 Understand the value of questions in general

LG2.7 | K2 Understand the value of questions in relation to testing

Before testing somethinghe testerneedsto get as much information about it as possible:

=

Who is asking you to test the subject and what is his/her relation to the subject

What do you think thesubject is and what does that mean to yobu

What is the intended use of the subjéct

What should you test, what is important, where are potential rtsks

Was it already tested before and are thexsyresults of these testavailable

What has been changed the subject recently

How much time is availab®e

Who is/was involved and can lsensultedfor more informatior?

Many more questions can be asked depening on the context and available information

= =4 =4 4 -4 -4 -8 -4

The need is explaingd understand whywho and when questions should be asked

To get more informatiombout anythingat any time
When things are unclear to you

What you think is true does not have to be true
What you know does not have to be complete
To check whether younderstand the real risks

=A =4 =4 4 4
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2.3 Feedback

LO2.8 | K2 Understand the definition of feedback

LO29 | K2 Understand the meaning and value of feedback
LG2.10 | K2 Rephrase feedback to testing

LO2.11 | K2 Understand theground rulesof feedback

LO2.12 | K3 Apply4 different typesof feedback

HO2.3 | HO2 | Practice feedback in a refifle testing situation

¢KS RSTAYAUGAZ2Y 2 FonEhargeabld béHaviok ai dhangeable producisinindy 3
processes @

A tester provides feedlk which is themaost important result of the work dondhe challengds that
thisfeedback is usually not a positive feedback. Uspi@stersfind issueson the quality of what

someone else has createdte nonpositive feedbackan feel negative towardbe creatorof the
work.

For that reasonit is important for a tester to be able to give feedback in the most constructive way
in order toobtainthe best resultsThe ground rulesof feedbackare giverand4 different waysof
givingfeedbackare providedso you can choose theaythat, in your specific situatiorhas the

highest change of beirnguccessful

1 Correctivefeedback behavior, feelings, consequences, desired behavior
1 Evaluatingeedback the Pendleton methofPD1]

1 Activatingfeedback the hamburger methodHB1]

1 Motivating feedback; a compliment

All 4 ways of providing and receiving feedbauk practiced

2.4 Models

LO2.14 | K2 Understand what models are and hgeopleuse modelg§Mental, Conceptual
and Real hings/World)
LO2.15 | K3 Apply models to software development and testing in specific

Models are a simplification ¢he real world. Models can be made for everything around us; a new
productsuch asa car or a house, but also models from an event that you orgdikieea birthday

party.
Peopleuse and need models because the real world is wayctmplicated. Just tryo imagine a
birthday party and write down everything that is related to that birthday party. You can probably

come up with people, cake, drinketc., however you will nevetbe sure ofwho will attend until they
are really thereNeither do yowknow for surewhat they want to drink..

Sq peopleuse models to deal with situations that areotoomplicated to handle. Creating software
andtesting software is such an activity. It is impossible to deal with complexity without using all kind
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of modds (Mental, Conceptual and Real Things/Wottdpring some order in the chaoSome
examples of models are f.e. a database models and user models.

(World 2) (World 3)
MENTAL WORLD CONCEPTUAL WORLD

Understanding

Mental Models

(Subjective)
Personal knowledge

Conceptual Models

Creating (Objective)
Scientific knowledge

encoded in
symbolic
forms

embodied
in neural
networks

Real Things
& Processes

Being and Becoming

PHYSICAL WORLD
(World 1)

Source: David HestenfisH1]

Testers fjeople in generalhave a broad set of preconceived modelshair mind. For software
development and testingve canmentionmental modelstechnical modelsdomain models and in
general experiential models.

When testing softwargtesterslink whatthey see (in the product or project or documentation) to
their ownmodels andhey draw conclusions from that. The deeper we connect the model to what
we see, the more we focus. People chawever, not be focussed all the timand focussing also
narrows downthe scaleof what can beseen so we need to be aware that we also need tefdeus

to see the bigger picture.

2.5 Test strategy global overview

In order to create the best insights in the status of the product, the team needs an approach on
guality. Inthe syllabus this is referred to as the test strategy. The test strategy consists of different
parts of information:

1 A project outline to get and share information about the environment
1 A product outline to get and share information about the produatlits
1 Arrisk outline to get and share information about potential risks
1 A testoutline to get and share information about the choosen testing approach
0 What kind of tests are performed
0 Which tests are donandwhen.
0 Test environments and tooling
0 Reporting
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Please note that a test strategy is an incremental product. It develops over time. There is no need to
be complete from the start. Also note that all parts in a test strategy should not be a duplication of
already existing products. In that cagmit in a reference.

The purpose of a test strategy is not only to get information, but also to share and discuss any quality
and test related subjects within (and potentially also outside) the teanest strategys a reallife

reflection a the projed, the product,the status of the producthe risks and the way the team deals

with quality and testing.

It is highly recommended to visualize the test strategieep it alive and constantly remind the
team of the need for quality and be aware of elertgethat can influence the quality.

2.6 Project outline

HO24 | HO3 | Create a project outline and present it to everybody

LG2.16 | K2 Understand the definition of a project outline

LG2.17 | K3 Apply the project outline to your project

LG2.18 | K2 Understand the relation between a project outline and testing

LG2.19 | K1 Remember to ask questions to get the needed information for the project
outline

LG220 | K3 Apply asking questions to get a good project outline

LG221 | K3 Usethe mnemonicPROJEQ® helpuscreate the project outline

Each project and everything in its environment can have an ingratite decision to test or not test
something. As a testén an Agile contextyou need to be able to create a project outline to get
insights in the project in order to make decisiptggether with the team,on what to test owhat
may not need to betested. A lot of this information is hidden in culture, people, histaystomes,
implicit knowledge ando forth Testersneeds to be able to ask the right questionsctarifythis
informationsowe candeploy the right strategy and approach on testing.

ThemnemonicPROJEQiEIps you to create a project dirte and contains théollowinginformation:

Purpose Mission and Vision

Relations Srumteam / Developmenteam

Objectives Key performance indicators

Jeopardy Chancedor the projectand threatsto it

Environment Technical environmertools, hardware, softwar@nformation (requirements getc.))
Qients Stakeholders, Sponsors, Tribes

Teamrules  Teamvalues, Working Agreements

Purpose

M Vision
0 How does the product change the world of usexgy(less repetitive work)?
0 Which problem is solved / which benefitgsovided, and for whom?

I Mission
o Defines the users of the product to lbecated
0 Defines the actions and final results of the team
o Defines which product or service the team will deliver
o Defines the attributes of the product or service that describes tthdea value
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o Defines the generic value of the product for the customer
Relations
1 What does each team member bring?
1 What makes every team member happy?
Objectives
1 KPIs that are clear to the team
o Externalon Julythe 1%, 2020 (afteriteration 5) the new softwarewill reduce the
occupancy othe customer service dedlky 20% in two months
o Internal: on Marchthe 1%, 2020, team production increased by 10% (N pfmwints
per iteration from 100 to 110)
Jeopardy
1 Although the entiredproject only takes 2o 3 days, you can also look at opportunities and
risks in such a short period:
0 Isthe PO/ Customer / Sponsor available during those 3 days?
0 Isthere only 1 test object? What if it breaks down?
o Shall wefocus on deal breakers for the product, so that we might be able to finish a
lot soorer (and do we want that?)
Environment
9 Instructions
1 The software
1 Any specific hardware
1 Any tools you might use or have to use
dients
1 Stakeholders: the client: what eer/his interest?
1 Sponsors: who in this project wants tests to be carried out? Is this someone other than the
stakeholder?
I Teams are other team®r your own teanperhapsclientsas welP
Teamrules
1 Team rules
0o Examples
A OpennesséSpeak out about topics tha@oncern yourself or the tears.
A CouragetCommunicate openly and put everything on the table.
1 Work agreements
0o Examples
A During meetingswe stick to the subject
A We determine in this order: experts first, sociocrdtio objection),
consensus (everyone favor), democratic.
A Learning: we fail fast, a lot and identify our mistakesaon as possible
A Werespect our deadlies. In the event of force majeure, we will inform the
whole team and the stakeholders

2.7 Product outline

HO25 | HO3 | Create a product outline by exploring the produCaéesoftware/hardware)
LO222 | K2 Understand the definition of a product outline

L0223 | K3 Apply the product outline to your project

LO224 | K2 Understand thaelation between a product outline and testing

LO225 | K1 Remember to ask questions to get the needed information for the product
outline

L0226 | K3 Apply asking questions to get a good product outline
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| L0227 | K3 | UsePRODUCH helpuscreate the produtoutline |

In order to understand whate are testingwe need an overview of the product itseA tester
needsto create a map to helpim/her understand the product. Mve do not understand the product,
we cannot test it properly.

A helpful mnemonic to helpsis PRODUCT:

Platform What the product runs on (technically)
Relations Howwe (or another system) interact with the system
Operate How the product operates
Data What the product processes
Users Allthe elements of the product
Condruction How the product is used
Time Relationships between the product and time
Patform

1 Hardware

1 Middleware

1 Software
Relations

1 User interfaces
1 System interfaces
1 APl interfaces
1 Import/Export
Operate
9 Application: any function that defines throduct
9 Calculation: any mathematical function in the product
9 Security: user rights, data security, encryption, front and back end security, vulnerabilities in

subsystems
9 Transformations: font settings, inserting clip art, money transfers, etc.
1 And moe

1 How does the product handle data?

o Input/ output
o Persistent
o Invalid / Noise
o Lifecycle (CRUD)
o And more
Users
f Users

1 Environment (physical, light, distractions, noise)
1 Common use (patterns, sequences or input)
9 Disfavoreduse (mistakes, ignorance, malicious, stupid use)
f Extreme use
Construction
1 Code: from executables to individual routines
1 Hardware: every hardware component integral to the project
1 Nonexecutables: all files other than multimedia or programs, suctaagple data, help files
1 Collateral: everything beyond the above: web links and content, packaging, licenses, etc.
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United
Time
1 Input output delays and intervals
1 Fast/ Slow: input
1 Changing rates: spikes, bursts, hangs, bottlenecks, interruptions
1 Concurrency: miti-user, time sharing, threads, shared data
1 Time-out settings, periodicals, time zones, company holidays, guarantee periods, chrono

functions
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Chapter 3 Risks

ORisk is the keyword for anyest strategy Howeverin an Agile environment, the risks atkanged
and coming frommore differentsourceghan before. This requires a different strategy of dealing
with risks.

Keywords

Agile, Testing, Test strategy, Critical thinking, Risks, Riskstorm, Headline game

LO3.1 | K2 Understand what is important in a product and what is not in relation to risk
LO3.2 | K2 Understand that a risk is only valuable if it is specific enough

LO3.3 | K2 Understand the definition of a risk

LO34 | K2 Understand the challenges when it comeddefining risks

LO35 | K2 Be able to explain the different types of risks

LG3.6 | K2 Be able to separate the different types of risks

LG3.7 | K2 Understand how risk of type A can influence risks of type B

LG3.8 | K2 Understand the role of a tester ielation to risks and the product
LO39 | K2 Understand what an oracle is

LO3.10 | K2 Be aware of oracles

LG3.11 | K1 Understand the value of oracles in testing

LG3.12 | K1 Understand the risk of oracles based on invalid principles or mechanisms
LG3.13 | K2 Understand the 2 different approaches towards risk analysis

LG3.14 | K3 Apply the best approach (combination as well) to your situation
HO3.1 | HO2 | Perform a risk analysis on ti@aseroduct based on the given methods
HO3.2 | HO2 | Do arisknightmareheadline game on th€aseproduct

HO3.3 | HO2 | Present your risk analysis headline game to the group

LG3.15 | K3 Be able to execute a headline game

HO3.4 | HO2 | Execute & estsphere riskstorm with hints by the trainer

HO3.5 | HO2 | Present your risk analysis riskstorm to the group

LG3.16 | K1 Recall the different approach betwedwgile and waterfall

LO3.17 | K1 RelateAgile to risk assessment

LO3.18 | K2 Demonstrate the continuous risk assessment cycle

3.1 Risks

3.1 Definition of risk

LG3.1 | K2 Understand what is important in a product and what is not in relation to risk
LO3.2 | K2 Understand that a risk is only valuable if it is specific enough

LO3.3 | K2 Understand the definition of a risk

LO34 | K2 Understand the challenges when it comes to defining risks

Toidentify risks a teamneedsto know whatis important and whats not. Something that is not
important is not a risk.
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Anything that is important can be a risk, however not everytlwmgortant can or will or must be
tested to mitigate a risk.

A risk is only a valuable risktifs specific enough. For example: it is a ffishe app is too slow. This
is arisk; however, it is not very useftibr testing What isétoo slow is it the entire app, or just
specific part8

This means there are a few difficult questidase askedvhile testinga risk:

1 Whatis a threat to the value of the prodct
1 Who arethe personswho matter?
1 How do we determine the actuakobability?
1 How do we determindts impact?

In order to speak the same language in a teamneedto start with a clear dehition of the used
terminology.The next definition of a risk is used:

& isk is anything that threatens the value of a product to a person that m§iars]

Risk is a combination ttfie probability that the risk may occand the impacit will haveif
becoming a realit§;

3.2 Typeand areeof risks

LO35 | K2 Be able to explain the different types of risks
LG3.6 | K2 Be able to separate the different types of risks
LG3.7 | K2 Understand howproject risks can influence product risks

There are differentypesof risks:

9 Project risks for whictve can usePROJE(QJproject outline) as a base
9 Product risks for whictve can usePRODUC(product outline) as a base

Risks can influence other risks, also across different types of Eisksple: having tomany
inexperienceddevelopers is a project risk. This risk is likely to become a product risk as well.
Inexperiencedievelopers are more likely to make mistakes due tdrtheck of experiencerhis
threatens the value of the product drprobably requires more testing effort.

3.3 Risk Coverage

| LO3.8 | K2 | Understand the role of a tester in relation to risks and the product

There are 3 importanstatusesof a product that relate to risks

1 What we already know
1 We knoweverything there is to know
1 We know enough to make an informed decision about the product
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Teams, and testers especialigve to ask questions, trugteir intuition, and explore. Why? Because
of the RISK GAP: it is the task of every team merfaret the tester being the drivetd ensure that

we know as much as possible about the (to be built) product (and project) so that we can obtain
sufficient insightnto the associated risks. So that ultimately, based on the resulting test measures,
an 'informed decision' can be made about the follaw.

What we know What we sholld know  We kn ‘

Figure3

3.4 Oracles

LO3.9 | K2 Understand what an oracle is

LO3.10 | K1 Be aware obracles

LO3.11 | K1 Understand the value of oracles in testing

LO3.12 | K1 Understand the risk of oracles based on invalid principles or mechanisms

An oracle is a principle or mechanism by whieloplerecognize a problerfBO1] In testing that is
usualy our expected resu[lTE1]

Oracles are very powerful for testerbwe are aware of themas they helpusrecognize potential
issues that theaten the value of the product: risks!

Oracles can also be “dangerous” if your used principlegeohanisms are invalid. This will result in
many “problems” which are not a real problem.

3.5Inside out versus outside in risk analysis

LO3.13 | K2 Understand the 2 different approaches towards risk analysis
LO3.14 | K3 Apply the best approach (combinati as well) to your situation

Risk analysis can be approached in 2 different ways. Usbeallyways need to be combined to be
complete in your risk assessments:
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1 Inside out.we start with theknowledgeavailablefrom the people involved
9 Outside inwe start from generic quality attributes and risk checklists
Inside out:

Experts and stakeholders make a list of potential vulnerabilitiethecomponent level and what
could go wrong on each component. They also think alduthinput situation could lead to the
componentfailing and finally they think about whbe victims of this failure could be

Teamaeed to have specific (technic&howledgeabout the system to take the inside out route.
Outside in:

Instead ofopting for thein-detail level, you keep thdetailto muchmore generiqquality attributes
and generic risk lister user storiesThis will result in different list of potential riskslf you do not
(yet) have more specific technical knowledge available, this methibe istarting point.

3.6 Risk analysis: headline game

HO3.1 | HO2 | Perform a risk analysis on thegeproduct based on the given methods
HO3.2 | HO2 | Do ariskheadline game on theaSeproduct
HO3.3 | HO2 | Present your risk analysisghtmareheadline game to the group

An outsidein risk analysiss performedbased on the casky using theNightmareHeadline Game
[EH1] This method is based on defining risks on whatteam/organizatiordoesnot want to be in
the newspapers in the morning about the softwadhe teamjust released yesterday.

Step 1: Brainstorm st of seriousfailures
Step 2: Chooserdsk towork on
Ask the group to scan the list looking for a nightmare that stands out as:
1 Plausible
1 Softwarerelated
1 Interesting
Step 3: Brainstornsontributing causes
Step 4: Refineauses ito testcases
Step 5:Lather,rinse,repeat

3.7 Risk analysis: riskstorm using Testsfhere

HO3.4 | HO2 | Execute a Testsphere riskstorm with hints by the trainer
HO3.5 | HO2 | Present your risk analysis riskstorm to the group

After the headline gamea completdy different way to determine riskis usedby using (insid@ut)
riskstorm. We use the TestsphdrES1]deck of cards. This serious game will help iglemtify risks.
We introduce the light blue (quality criteria) cards and the pink (heur)stiasls in order to
determine and later zoom in on the risks.
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3.8 Risks im\gile: the continuous risk assessment cycle

LG3.16 | K1 Recall the different approach betwedwgile and waterfall
LO3.17 | K1 RelateAgile torisk assessment
LO3.18 | K2 Demonstrate the continuous risk assessment cycle

In anAgile environmentassessing risks is a continuous procésamscannot do just 1 product risk
analysis and use that throughout the whole project. Each time you createdify or test

something, you will get new information about the product and about potential risks. These are the
actual risks. Based on the resultse teamcan ship the product or do some fixing and/or do some
more testing. This cycle will run forewshile the team isdelivering software.

The level on whicthe teamgoesthrough the cycle usually matches the cycle of delivering the

product to production. Howeveany cycle time is okrom release oiiteration until user story or
feature or...

V-1.02, releasedVlarch2020
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New cycleiteration: start of the (new) cycle. Level can be any (reledsetion, feature, ...)
Analyse potential risks: use a risk analysis tool of your choice to get an insight in any potential
risks

(Re)build something: team members witllaveloperrole will create the software

As soon as possible the new component is delivered to perform testing (any test that fits the
assigned risks)

Most likelythe teamwill discover (potential) problems. Problems are fixed and tested again.
During testing you can also find new risks that need more testing.

When the risk gap is closéandwhen thePOktakeholders decide) the product can be
shippedby the team

After shpping problems (and riskspuld befound and the cycle stastagain.
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Chapterd ¢ User Stories

User stories are thenost usedway of reporting/documenting specifications. Although user stories
are less complex #m a fully functional and technical design, theguldcreateissueswithin the Agile
team.Examples are:ser storiesan beunclear, incomplete, too bigjntestable or way to
dependenton other stories.

This is a threat to the quality of the end result and titusakes it very relevant for a tester to know
the details about good user stories.

Keywords

Value, feedback, format (WHO, WHAT, WHY), specific, acceptation criteria (GIVEN WHEN THEN
format, boundary, consensus, test base, base for planning), horror ptoty, splitting, (Workflow,

CRUD (Create Read Update Delete), Roles), INVEST (Independent, Negotiable, Valuable, Estimable,
Small, Testable).

LO4.1 | K2 Understand the values of user stories

LG4.2 | K1 Recall the elements of a user story

LO4.3 | K2 Demonstrate the format with an example

LO4.4 | K2 Understanding the pitfalls while using the format

LO45 | K1 Define an acceptance criten

LO46 | K2 Understand the testei@ole in defining and elaborating acceptance criteria
LO47 | K2 Understand the pitfalls of defining acceptance crieri

LO48 | K2 Understand horror plots as a medium to find acceptance céteri
LO49 | K2 Understand story splitting

LO4.10 | K2 Understand how to splitories

LO4.11 | K1 Recall when to split story

LO4.12 | K2 Understand when a story is well split

HO4.1 | HO3 | Analyse and redesign the given story

4.1 Why do we use user stories?

|LO4.1 [ K2 | Understand the values of user stories

User stories are used fait leasttwo reasons: they create value for tleeistomerand they are a
medium to deliver feedback on the activities of a tepfui$1]

4.2 The elements of a user story

| LO4.2 | K1 | Recall the elements of a user story ]

Explainthat user stories cosist of the actuatonversation about the customers needs and some
form of writing is down witha short unique title, a WHO, WHAT and WAX1] of the story, and one
or more acceptance criteria.
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ng to the 3C concefilF1] a user story is the conjunction of three elents:

Card: The card is the physical media describing a user story. It identifies the requirement, its
criticality, expected development and test duration, and the acceptance criteria for that
story. The description has to be accurate, as it will be irsélde product backlog.

Conversation: The conversation explains how the software will be used. The conversation
can be documented or verbal. Testers, having a different point of view than developers and
business representatives [ISTQB_FL_SYL], bring valuable input to the exafithngghts,
opinions, and experiences. Conversation begins during the refgasaing phase and

continues when the story is scheduled.

Confirmation: The acceptance criteria, discussed in the conversation, are used to confirm
that the story is done. Tlse acceptance criteria may span multiple user stories. Both

positive and negative tests should be used to cover the criteria. During confirmation, various
participants play the role of a tester. These can include developers as well as specialists
focused m performance, security, interoperability, and other quality characteristics. To
confirm a story as done, the defined acceptance criteria should be tested and shown to be
satisfied.

ample and challenges

LO4.3

K2 Demonstrate the format with aexample

LO4.4

K2 Understanding the pitfalls while using the format

An example is provide®ncethe students have understood this example, they are confronted with
the fact that the example is flawed and why: a user story needs to be as specifissisieto be of
somevalue. This specification is demonstrated.

4.4 What is an acceptance critanf?

LO4.5

K1 Define an acceptance criten

LO4.6

K2 Understand the testers role in defining and elaborating acceptance criteria

Acceptanceriterion is explained in terms dhe format (we use:given, when, therfhowever there
are no rules, the team decidgsind goal (creating boundas, consensus on what (and what nt)

do,and
should
1

1

V-1.02

isa base for testing and estimating effort and plannifig) be testable, acceptance criteria
address the following topics wherdevant[WGL1]

Functional behavior: The externally observable behavior with user actions as input operating
under certain configurations.

Quality characteristics: How the system performs the specified behavior. The characteristics
may also be referred to as quality attributes or Aimctional requirements. Common

guality characteristics are performance, reliability, usability, etc.

Scenarig (use cases): A sequence of actions between an external actor (often a ustrg and
system, in order to accomplish a specific goal or business task.

Business rules: Activities that can only be performed in the system under certain conditions
defined by aitside procedures and constraints (e.g., the procedures used by an insurance
company to handle insurance claims).
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1 External interfaces: Descriptions of the connections between the system to be developed
and the outside world. External interfaces can bed#idiinto different types (user interface,
interface to other systems, etc.)

1 Constraints: Any design and implementation constraint that will restrict the options for the
developer. Devices with embedded software must often respect physical constraintasuch
size, weight, and interface connections.

9 Data definitions: The customer may describe the format, data type, allowed values, and
default values for a data item in the composition of a complex business data structure (e.g.,
the ZIP code in a U.S. maibaess).

The role of a tester i use all his/her knowledge and experience to get awass in the teanto
have acceptance criteria with clear business value.

Acceptance criteria are difficult to describe in a rambiguous way and the help of a tester i
needed to do that. Thinking in acceptance criténigproveuser stories.

4.5 Horror plots

LG47 | K2 Understand the pitfalls of defining acceptance criteria
LG4.8 | K2 Understand horror plots as a medium to find acceptance criteria

Horror plots are introduced as a medium to overcome the pitfall of the usual way to find acceptance
criteria (being anon-conclusivdist).

Horror plots are for approaching userstories from a specific test point of view, where the main
guestion is: "whatan go wrong?"

The definition of a horror plot: “the outcome of a user story that you definitely do not want your
customers to find out or see”. An example: i can see the bankacdatsfrom somebody else, as a
horror plot of login to my personal bank environment.

Horror plots are shown based on the user st@y introduced earlier on.

4.6 Story Splitting

LG49 | K2 Understand story splitting

LG4.10 | K2 Understand how tesplit stories
LO4.11 | K1 Recall when to split a story

LO4.12 | K2 Understand when a story is well split.
HO4.1 | HO3 | Analyse and redesign the given story

This chapter starts with a story which is too big to build / understand / plan. This is follmweed
explanation of three ways howe can split a story (workflow, datactions userroles). Ten it is
explained when to split storiemndwe end with the criteria used to check whether a story is of the
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right quality (the INVEST acronym (Independengdi@ble, Valuable, Estimable, Small and
Testable) is explained in detail).

PREPARE THE
INPUT STORY

Does the big story satisfy
INVEST* (except. perhaps. small)2
Ay

NO

N

Combine it with another story
or otherwise reformulate it to get

agood, iflarge, starting story.

YES

Is the story size Yo to
¥ of your velocity?

/
/

v
You're done. Continue. You

need to splitit.

HOW TO SPLIT A USER STORY

Can you splitthe story 5o you do

the beginning and end of the work-
flow first and enhance with stories
from the middle of the workflow?

Canyou take a thin slice
through the workflow first and
enhance it with more stories later?

/

/ Can you splitthe operations
AN / into separate stories?
\ / 7 Can you split the story so you
; / do asubset of the rules first and
Does the story describe / enhance with additional rules later?
a workflow? / ;
) Does the story include multiple
Could you split the story . i nultiele. |
tojust make it work first and operations! (e st about ‘managing
- otk It or "configuring” something?) /
en enhance it to satisfy the Does the story havea variety of
non-functional requirement?

\\

Doesthe story get much of its
complexity from satisfying
non-functienal reguirements like

performance?

L2 APPLY THE

business rules? (e.9.is there a domain
termin the story like "flexible dates"
that suggests several variations?)

EVALUATE
THE SPLIT
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¥
Is each story about
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\

Try another pattern on the

Do each of the
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Are there stories you
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in each of your stories.
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SPLITTING
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enhance itwith later stories? value and/or learning? other kinds later? You're done, though you
<ould try another pattern
Does the story have a to'see ifitworks better.
When you apply the obvious complex interface?
splt, is whichever story you do \
_ first the most difficult? \
Could you group the later " \
stories and defer the decision \ Are you stil baffied about
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about which story comes first? kind ofdata via mutiple interfaces? \ how to split the story?
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Independent // Is there a simple version N
Negotiable you could do fiest? Can you find a small
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Estimable handie data from one well enoughto start?
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buildit, and start again v and try again.
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Figure6 [AF]]

Finally,students are confronted with a user story thagquiresthem to apply the knowledge
obtained in this module. They need to split the story, define new stories with the correct format

passively invited to find new acceptance criteria (using Horror plots), and also to check their own
defined smaller user stories withe¢dNVEST acronym.
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Chapterb ¢ TestStrategy

Based on the riskshe tester @nd team)need to decide to choose an appropriate effective way of
testingq away that fits the risks, the project, the company and its gdaksteam and the product.
Thestrategy need to make clear what we are going to do, why we are doing it, how we are doing it,
who is doing it and what the results of our actions have been. This gives the ofvtherproduct
(Stakeholde#/PO)the best possible insighta the software angbased on tlese insightsthey can
decidewhat to do next.The first parts are covered in Chaptear2d 3 This chapter contains tHeal
partsof the test strategy objects.

Keywords

Agile, Testing, Test stiegy, Exploratory testing, Checkinbgst charteyTest automationTest area’s

LO51 | K2 Understand that a test strategy is about morathjust the think it and build it
phase in development. Testing is a constant activity, continuous quality.
LGO5.2 | K2 Understand that valuable information about the product will come from the
production situation and can help you create a better understanding of risk
and can help you adjust your test strategy.

LO53 | K2 Understand the difference between differetypesof testing; checking versus
intuition and exploration

LG54 | K2 Be able to demonstrate the levels of testing mapped on Rumsfeld’s "There
known knowns"

LO5.5 K2 Understand the definition of BDD (Beliawr Driven Development)

LO5.6 K2 Understand the definition of SBE (Specification By Example)

LO5.7 K2 Understand the definition of (A)TDD ((Acceptance) Test Driven Developm
LO5.8 K2 Understand the relations between BDD/(A)TDD/SBE

LG5.9 K2 Understand the specification syntax Gherkin

LG5.10 | K2 Understand the relationship between BDD/(A)TDD/SBE, Gherkin and
testautomation

LO5.11 | K2 Understand 3amigo sessionandexample mapping

HO5.1 | HO2 | Be able to use SBE and Example mapping

LG5.12 | K1 Be able to recall the definition of exploratory testing according to Cem Kan
LG5.13 | K3 Use the definition of exploratory testing to execute an exploratory test
LO5.14 | K2 Understand the different sources and possibilities to setup exploraestng
LO5.15 | K1 Be able to select appropriate sources to execute an exploratory test
LO5.16 | K2 Understand what a test charter is

LO5.17 | K2 Understand how to setup a exploratory test session

LO5.18 | K2 Understand how to document yowxploratory test sessions

LO5.19 | K2 Understand the definition of test automation

LO5.20 | K1 Recall checking versus intuition and exploration

LO5.21 | K2 Understand the value of test automation

LO5.22 | K2 Understand the limitations of testutomation

LO5.23 | K2 Classify different types of test in test automation

LO5.24 | K3 Learn to apply the test automation pyramid

LO5.25 | K2 Demonstrate the difference between the test automation pyramid and the t
automation ice cone arjpattern

LO5.26 | K2 Understand the importance to be familiar to a broad range of tools that can
make your testing more efficient

LO5.27 | K2 Understand the value and need of automation in an Agile context
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5.1 General overview

LO51 | K2 Understand that a tes$trategy is about more #mn just the think it and build it
phase in development. Testing is a constant activity, continuous quality.
LO5.2 K2 Understand that valuable information about the product will come from the
production situation and can help yaueate a better understanding of risks
and can help you adjust your test strategy.

LO53 | K2 Understand the difference between differetyipesof testing; checking versus
intuition and exploration

LO54 | K2 Be able to demonstrate the levels teiting mapped on Rumsfeld’s "There ar
known knowns"

Frst the domain of differentypesof testsis explored There are mantgypesof testsandeach have
their ownobjectiveand value. In the pastestersmainly focussed othe typesof tests that are
related to checks; tests that tell us something about facts we know from the system (by
documentation). We check whether the system does what it is supposed ¢aldesit work?

Since the introduction ofgile, our customerbecomecentral in everything we doTeamsocus on
whether the system/product does what a customer expects. This is a fundaryetitéérent
approach that is only partly covereehen wecheck if the systerfunctions correctly Alsq
customers nowadays expect a systéo be good qualityFailurescouldresult in customers moving
to a competitor who can deliver the same product that does not fail.

Testing inAgile starsin the "think it/ “"desigri phase byturningyou intoa critical thinkemvho
questions anathallengsrequirements anccomes up with horror plots.This isusuallycalledéshift
lefté.

Alsq during the shipping and espially during productionwe performdtestse by gathering data
from monitoring and logging to gain information alidhe use of the product. We can also use test
such ash\/B tests to get information about our new features. Usually this is cedleift right.

Teamsconstarily learn and adaptased on the results of ahie tests. We adjust the risks and our
strategyall the time.
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Agile Test Cycle

AU Certified Practitioner in Agile Testing
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¢ Bughunts
Resilience test

¢ Smoke test

¢ Unittest Exploratory test * Prod. monitoring
* Integrationtest ¢ Usability test * A/B testing
* Regression test * Logging
* Security test
* Performance test
T) Agile © Agile United CPAT

Figure8

Testing has become a constant activity that starts with the Think it / Design and runs through to
production. The purpose of the Agile Test Cycle is that yowplat own different types of test. So
which tests are you going to do and when exactly? This is context dependent and the example
abovearean interpretation. The purpose of the model is that you yourself start thinking about which
tests you should do anghen the most convenient time is to do them.
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5.2 Behaviour Driven Development

LO5.5 K2 Understand the definition of BDD (Behaviour Driven Development)

LO5.6 K2 Understand the definition of SBE (Specification By Example)

LO5.7 K2 Understand thalefinition of (A)TDD ((Acceptance) Test Driven Developmer|
LO5.8 K2 Understand the relations between BDD/(A)TDD/SBE

LG5.9 K2 Understand the specification syntax Gherkin

LO5.10 | K2 Understand the relationship between BDD/(A)TDD/SBE, Gherkin and
testauomation

LO5.11 | K2 Understand 3amigo sessionand example mapping

HO5.1 | HO2 | Be able to use SBE and Example mapping

In software engineering, behavidriven development (BDD) is an Agile software development
process that encourage®llaboration among developers, QA and rtenhnical or business
participants in a software proje§DNJ]. It encourages teams to use conversation and concrete
examples to formalize a shared understanding of how the application should bdhaweerged
from testdriven development (TDDIKB1]} Behaviordriven development combines the general
techniques and principles of TDD with ideas from donrtkiven desigfiEE1]Jand objectoriented
analysis and design to provide software development and managementsteatin shared tools and
a shared process to collaboeabn software development.

TDDis a softwaredevelopment methodology which essentially states that for each unit of software,
a software developer must:
1 define a test set for the unit first.
1 make the testsfail.
1 then implement the unit.
1 finally verify that the implementation ohie unit makes the tests succeed.
This definition is rather nespecific in that it allows tests in terms of hitgvel software
requirements, lowlevel technical details or anyitig in between. One way of looking at BDD
therefore, is that it is a continued development of TDD which makes more specific choices than TDD.

BDDspecifies that tests of any unit of software should be specified in terms of the desired behavior
of the unit Borrowing from agile software development the "desired behavior" in this case consists
of the requirements set by the busine#lsat is, the desired behavior that has business value for
whatever entity commissioned the software unit under construction.

Following this fundamental choice, a second choice made by BDD relates to how the desired
behavior should be specified. In this area BDD chooses to use dcsaral format for behavioral
specification which is borrowed from user story specifications froenfield of objectoriented

analysis and design.

BDD specifies that business analysts and developers should collaborate in this area and should
specify behavior in terms of user storié&ach user story should, in some way, foltbe following
structure:

1 Title
An explicit title.
1 Narrative

A short introductory section with the following structure:
As a: the person or role who will benefit from the feature;
| want: the feature;
so that: the benefit or value of the feature.
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1 Acceptance criteria
A description of each specific scenario of the narrative with the following structure:

Given: the initial cotext at the beginning of the scenario, in one or matauses.
When: the event that triggers thecenario.
Then: the expected outcome, in one or more clauses.

BDD does not have any formal requirements for exactly how these user stories must be written

down, but it does insist that each team using BDD come up with a simple, standardized format for

writing down the user stories which includes the elements listed above.

Specification by example (SB&AL]is a collaborative approach to defining requiremeatsl
businessoriented functional tests for software products based on capturing and illustrating
requirements using realistic examples instead of abstract statements. It is applied in the context of
agile software development methods, in particuBdD Ths approach is particularly successful for
managing requirements and functional tests on laggale projects of significant domain and
organisatiol complexity.

A key aspect dBBHs creating a single source of truth about required changes from alppetives.
When business analysts work on their own documents, software developers maintain their own
documentation and testers maintain a separate set of functional tests, software delivery
effectiveness is significantly reduced by the need to constaathydinate and synchronise those
different versions of truth. WittsBEdifferent roles participate in creating a single source of truth
that captures everyone's understanding. Examples are used to provide clarity and precision, so that
the same informatia can be used both as a specification and a busingssated functional test.
Any additional information discovered during development or delivery, such as clarification of
functional gaps, missing or incomplete requirements or additional tests, is addbd single source
of truth. As there is only one source of truth about the functionality, there is no need for
coordination, translation and interpretation of knowledge inside the delivery cycle.

When applied to required changes, a refined set of epgias is effectively a specification and a
businessoriented test for acceptance of software functionality. After the change is implemented,
specification with examples becomes a document explaining existing functionality. As the validation
of such documert is automated, when they are validated frequently, such documents are a reliable
source of information on business functionality of underlying software

The Three Amigd#®\A2], also referred to as a "Specification Workshop", is a meeting where the
Product Owner discusses the requirement in the fornsBeby Example with different stakeholders

like the teammembers The key goal for this discussion is to trigger conversatidridentify any

missing specifications. The discussion also gives a platforimeféeamand Product owner to

converge and hear out each other's perspective to enrich the requirement and also make sure if they
are building the right product.

The three Angos are
1 Business Role of the Business user is to define the problem only (and not venture into
suggesting any solution)
91 Development Role of the Developers involsgiggestingvays to fix the problem
i Testing Role of testers is to question the solution, bring up as many as different possibilities
for brain storming through Whalf scenarios and help make the solution more precise to fix
the problem.
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Deriving Scope from Goals

Illustrating with Examples

Refining the Specification

Automation

IVllidating Frequently

Refining the speification can be done with Example Mapp{iM)//1] Example Mapping is a
technique that can steer the conversation and derive Acceptance criteria within 30 minutes .The
process involves breaking each stories into Rules and Examples and documented in thie form
Specification by examples.

Figure9

FigurelO

In order to make automation possible (which by itself is not the goal of SBE) you need to write down
the specifications in an executable way. Ghefldhl1]is the language that Cucumber uses to define
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